Cisco SYSTEMS

Data Sheet

CiscoWorks Security Information Management Solution 3.1
is the Next Evolution in Securing Business Infrastructure

One of the greatest challenges in enterprise
security is managing the flood of alerts
generated by a growing number of
multivendor security devices and systems.
Automation is required to isolate and
prioritize the few messages that indicate
real security threats.

The key to more effective security
automation lies in a software technology
known as Security Information
Management (SIM). CiscoWorks Security
Information Management Solution (SIMS)
3.1 is based on technology from
netForensics and incorporates powerful
features for gathering and analyzing the
overwhelming amount of security event
data that companies are experiencing.
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Cisco Systems, Inc.

Companies can manage their growing
security infrastructure and effectively
monitor millions of event messages,
without additional staff.

With CiscoWorks SIMS 3.1, the user has a
solution that delivers:

* Complete event monitoring for SAFE
and all multivendor security
environments

* Advanced visualization for fast and
intuitive security monitoring

« Integrated risk assessment to
understand the overall vulnerability of
any particular asset within the
enterprise

= Comprehensive reporting and forensics
for all levels of security operations

* Productivity gains and cost reduction

CiscoWorks SIMS 3.1 delivers these
capabilities using the award-winning
netForensics software, which is the central
component of the solution.

CiscoWorks SIMS 3.1 collects, analyzes,
and correlates security event information
from across the enterprise in a series of four
distinct phases: normalization, aggregation,
correlation, and visualization.
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Normalization and Aggregation

In the normalization and aggregation phases, security events are collected from virtually all intrusion detection
systems, firewalls, operating systems, applications, and anti-virus systems and transformed into a common
easy-to-understand XML format. Events are then aggregated to remove duplicate security event data — Security
Operators see one message for a port scan against a PIX Firewall, not 6,000.

Correlation

Utilizing statistical correlation, normalized security events are categorized into security incident types by asset or
asset group. Incident types can range from a reconnaissance attack, to a virus attack, to a denial of service attack, to
name just a few. For each asset a threat score is continuously computed by combining event severity with asset value
to determine an overall measurement of security incident potential. The key advantage is the ability to find those
anomalies that may go undetected by a rules-based correlation implementation.

Visualization

CiscoWorks SIMS 3.1 displays correlated results on a centralized, real-time console with a graphical, Java-based
interface that is powerful, intuitive, and user friendly.
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The Executive Dashboard provides a real-time, enterprise-level view of security trends and the Real-Time Console
facilitates fast isolation of security attacks using real-time correlation and analysis capabilities.
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Risk Assessment

In security terms, risk assessment involves understanding the overall vulnerability of any particular asset within the

enterprise. Risk is commonly defined as the combination of threat, vulnerability, and value, where:

« Threat is any abnormal traffic or activity directed against a system or asset. netForensics scores each threat type,
whether it’s a port scan or login failure. These scores are then considered in the overall risk calculation.

« Value is the level of importance (perhaps in dollars) of any particular system or asset. The value is a user-defined
variable for each asset in the enterprise.

« Vulnerability is the likelihood that a threat will be successful against a system or asset.

The solution combines each of the above to formulate an overall risk score for each asset within the enterprise, with
higher scores indicative of higher asset vulnerabilities. The solution produces a Risk Assessment Report that provides
the necessary details behind each asset and its associated risk. By understanding the vulnerability of specific assets
within an enterprise, companies can strengthen appropriate security policies.

Summary

As securing the enterprise IT infrastructure becomes more challenging, companies must rely on technology to help
assimilate the amount of security event information that flows from an ever-increasing number of security devices
and systems. In addition, technology must be used to not only aid organizations in reducing the risk of attacks, but
also to help accelerate responses when attacks occur. CiscoWorks SIMS 3.1 increases the effectiveness of existing
security teams and thereby helps achieve a real, measurable ROI.

Flexible Deployment Options

The CiscoWorks SIMS 3.1 is available for ordering as:

1. Asoftware only option. This provides the flexibility to implement a multi-tier server architecture, This is suitable
for larger deployments

2. Anappliance option. Includes CiscoWorks SIMS 3.1 pre-installed on the Cisco 1160 hardware solution platform.
This provides easier deployment for the customer.

The appliance option has the same functionality as the software only Starter Pack. The appliance includes a license
for monitoring up to 30 devices. However if the overall event volume from the network is high, the appliance may
support less than 30 devices.

If the event volume is low the user may purchase add-on licenses to monitor more than 30 devices. The actual number
of devices that the appliance can support will vary depending on several variables, including the message rates,
retention policy, and the device type. The appliance has several tools such as the System Health Monitor to measure
the message rate and the performance of the software.

Software Only Option Appliance Option

Distributed Architecture Single Server

Global Scalability Regional Scalability

1 to 4 Day Installation Service Minimal Setup Time

Targeted for Medium to Large Sized Deployments Targeted for Small to Medium Sized Deployments
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Devices Supported for Monitoring.

Table 1 Event sources and versions supported

Application/Device Version nF Components

Arbor Peakflow DoS 2.1 Agent for Arbor Peakflow

Check Point FireWall-1 NG, 4.1 Agent for Check Point

Cisco I0S ACL, FW, IDS 12.2,12.0 Syslog File Agent

Cisco Secure ACS 3.1,3.0 Agent for CSACS

Cisco Firewall Switch Module 112 Syslog File Agent

Cisco Secure IDS 41,4.0,31,25,2.2 CSIDS Agent

Cisco Secure PIX 6.3,6.2,6.1,6.0,5.3,5.2,5.1,5.0 Syslog File Agent

Cisco Secure PIX IDS 6.3,6.2,6.1,6.0,5.3,5.2 Syslog File Agent

Cisco Security Agent 4.0 (requires Management Center for Cisco
Security Agents to forward events)

Cisco VPN Concentrator 3.1,252 Syslog File Agent

CyberGuard Firewall 5.1 Agent for CyberGuard

Dragon Sensor / Squire 6.1/13.1 Agent for Dragon

Entercept HIDS 4.0,2.5,2.0 Agent for Entercept

Intruvert 12 Agent for Intruvert

ISS RealSecure HIDS / NIDS 6.5,6.0,5.5/70,6.5,6.0 Agent for ISS RealSecure

ISS SiteProtector 2.0 Agent for ISS SiteProtector

NetScreen 4.0 Agent for NetScreen

Network Flight Recorder 3.0 Agent for NFR

Secure Computing Sidewinder 5.2 Agent for Sidewinder

Sourcefire 2.0 Agent for Sourcefire

Snort NIDS 18 Agent for Snort

Symantec Enterprise FW/VPN 70,6.5 Agent for Symantec

Symantec ManHunt NIDS 2.2 Enterprise Firewall/VPN

Symantec ITA 3.6 Agent for Symantec

Tripwire NIDS 3.0 Agent for ManHunt

UNIX OS Events Solaris 8/7/6, Linux 7.2/7.1 Agent for Tripwire

Web Servers Apache, IIS, iPlanet Agent for Web Servers

Windows Events Win 2000 Server / Adv. Server UNIX OS File Agent

The list of supported event sources and versions are frequently updated. This datasheet may not have the latest
information.
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System Requirements for Software Only Option

Supported Operating Systems

Table 2 lists the supported operating systems for different netForensics components.

Table 2 Quick Lookup for Supported Operating Systems

Component Supported Operating System

nF Engine

Red Hat Linux, Solaris 8

nF Master

Red Hat Linux, Solaris 8

nF Provider/Oracle 9i Database

Red Hat Linux, Solaris 8

nF Web Server

Red Hat Linux, Solaris 8

nF Agent for Arbor Peakflow

Red Hat Linux, Solaris 8, Windows

nF Agent for Check Point

Red Hat Linux, Solaris 8, Windows

nF Agent for CSACS

Windows 2000

nF Agent for CSIDS

Red Hat Linux, Solaris 8

nF Agent for CSIDS 4.0

Red Hat Linux, Solaris 8, Windows

nF Agent for CyberGuard

Red Hat Linux, Solaris 8, Windows

nF Agent for Dragon

Red Hat Linux, Solaris 8

nF Agent for Entercept

Windows 2000

nF Agent for ISS RealSecure

Windows 2000

nF Agent for ManHunt

Red Hat Linux, Solaris 8, Windows

nF Agent for Raptor

Solaris 8, Windows 2000

nF Agent for Sidewinder

Red Hat Linux, Solaris 8, Windows

nF Agent for Snort

Red Hat Linux, Solaris 8

nF Agent for Tripwire

Red Hat Linux, Solaris 8, Windows

nF Agent for Windows

Windows 2000

nF Batch Agent

Red Hat Linux, Solaris 8

nF Batch Agent for Check Point

Red Hat Linux, Solaris 8, Windows

nF Syslog File Agent

Red Hat Linux, Solaris 8, Windows

nF Universal Agents

Red Hat Linux, Solaris 8, Windows

nF UNIX File Agent

Red Hat Linux, Solaris 8

Note: Red Hat Linux 7.1 (Kernel 2.4.9) or Advanced Server only; Windows 2000 Server/Advanced Server (SP2)

only; Solaris on SPARC only
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Full Install

Table 3 Minimum System Requirements for Full Install of the Software Only Option

Component Requirement

Operating System See “Supported Operating Systems”

Processor Linux: Dual Intel Pentium 4 1.5 GHz (server class)
Solaris: Dual UltraSPARC-Ili 444 MHz (server class)

Memory 4 GB total system memory

Free disk space 18 GB (see “Disk Partitions” in the netForensics Quick Start Guide)
Storage Device CD-ROM

Software packages Linux: Anonymous FTP Server, development libraries, kernel development

Solaris 8: See “Solaris Patches and Packages” in the netForensics Quick Start Guide)

Ordering Information

For Ordering Information, please refer to the product bulletin at http://www.cisco.com/go/sims.
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